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Abstract

Cybersecurity Threats, Counter Strategies and
South Korea's Cyber Strategy

Noh—soon Chang (Halla University)

Cyberspace has been facilitating the expansiveness and complexity of
national security. Under such a condition, cybersecurity threats which differ
from traditional ones can be made diversely for its strategic purposes such
as Cyber warfare, cyber coercion, cyber espionage, and supply network
dominance. The counter strategies to prevail over malicious cyber operations
are developed and applied with active cyber defense, counter cyber coercion,
cyber counterintelligence, and supply network security strategies, respectively.
Early this year, South Korea revealed the National Strategy for Cybersecurity
that is based on deterrence and prevention. But this strategy can be expected
to achieve its aims only by domestically introducing the policies and laws
that cope with cyber attacks and maintain government performance, and
internationally demonstrating its capabilities and willingness to do with allies

and partners.

Key Words: Cybersecurity, Counter Strategy, Cyber Coercion, Supply Network Security,
National Strategy for Cybersecurity
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Information and Telecommunications in the context of International Security)
7} iAot} 11 AR oA ot &8 7)L(OSCE: Organization for
Security and Co—operation in Europe) 2] AE]F&22] L2 A A} Alslo|dHE

7]19-(SCO: Shanghai Cooperation Organization)’7} )T},
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(2) ZHE HEOIl A AtO|H QtE =2

J
r

Apoluighi s A A skt AR AGEAN B hFEL Qi 2AH &

9) S35 - AAF, o] &, p.246; Nazhi Choucri, Stuart Madnick and Jeremy Ferwerda,
“Institutional for Cyber Security: International Responses and Global Imperatives,”
Information Technology for Development Vol, 20, No. 2., (2014), p.109.

10) S35 - A4, 99 2, p.247.; Catalin—Ionut Nastasiu, “Cyber Security Strategies
in the Internet Era,” Scientific Research and Education in the Air Force NO, 2(2016)
p. 621.

1) 7147 - 5E, “UN Afo]uiehi RAEIILE wo)o] Fvlekn WAl gel” 4 - 4
B, A208 2%, (2017), p.90.

44 _=Z710tEeL FEF | 193 25(SH743)



ofoltt, EFF w7IetE, AA, AH, ARl AS|eF AT} Zro] TRkt Hof
oA AtolBietE EA7} Qs PO R HztE T 9o Alo|u]E7to] B
FUAY Folo] FAMo] PashA] hARE kbR Fofel A7t 7f2l
O HH{Z 5 AtolH 34 diifo] F5Tel whet w7HA Ao tR e

kgt =97} o] FofA|aL Qi

A A, AR T ZoFol A A=A A% (Realists” Approaches)< A
HEAE WA, bE o] iRk QlAjolth, FA|ef th4bo] Wstete e Eotstal
QbEO] HAL QHE Y Ay I dfgoletes BAA 2o HF sk Aol FA
O A (realism) FFHHoltt, &= 3714 o|n|X|(levels of analysis) 4]

] FollAl H7HE shtbel 9 A unit) 2 B, SAAXE T2 Yol A
Sl} 12) A A 2= A A A (international —system) G230l 4] =7 =1L
o, H7Hs P9 AL 2ot oljg FAFH o2 FHI7HA] =
7 SRR AASIL el HES A gt

EF, FHAFIAEL FAAA S B JHE AAT} o3t £F
dHlE A7RtE LS of7|AIZIThAL ok, H7E7F AH4lo] /EEE X]7] ] €]
A= BE 2XE FHalloF shn, o|me} Aatglo] thE 7oAl <t 1Y
o] 22 A EE AFTAE WET. A=, FATAE AR Ade 44
& ZHA FHaL ApolHFItol| A O] 7ot A= 2 ARo]HSEE HEul A
AE 7HA "ok dAolt

ApolHF 1o A FE Lo et F5-2 FAIEAA O] L2 ZHoA &
Aot AollAl, A YA 22 FAAA FARE Feoles AP
AA3te adEe] 2Hdiate] st MAT FHE Atole Ao
U139 WAAA 52 o] ¢ ARUIR 3| FAJMEAA ] =520 R HEs)
A7 o] FHiEaL glo] FAME AEkE B3t 34E ghi Roks U ESA

L

30 Mo
o Jz

-111

o

o5

12) Kenneth N, Waltz, Man, the State, and War (New York: Columbia University Press,
1959),

13) John Mearsheimer, The Tragedy of Great Power Politics (W, W, Northon & Company,
2001).
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of 7|¥hS & ARRIAIAELS Whojsfjof sk A7 A SHA H AT B A
ojt}, mlojAko]H(J, Mearsheimer)®] FA2 HAHUFO = IA YA =
=S ARY Fatol wet Ay Aoy AAELA o] WS Fall = A
AAZF A= = AATkaL o, AfolH37te] = A9, SAl, 4l
HALE 5 dARY 717HA A o] QS st e S a5kl Qv A=, =
=SS Aol s Bgato] =71 HEAILR S A 7] A

U B2 98] 91 Ao w ek nhaste] Svkekn $1do] ujsha o)

S7Iek Ao 4] Apol Bt E EFSte] SlEmelel st AAl 27)S

83 AR ofy gl FEAIAH FA]9F @5 Afo]HFF o] o5 YK
i, FE 5F BekAl ¢hal AAl, AL dgstA 715E 4= Al 8t

L qaA yolelo] Ivlehnel A ALl HT 9gS FHUTE D Aol
FAeIA FAL B 23T b 52 AslA 2] T EE A}

o4 Aolufetmet aAste] 714 I@AQ o] B §
o Apoluzlolth, Abolme] A FHL Atoluoln s =05t ZuAol
) Aol

o, Arol A o] Jig 2 g fIshAl o= of ARE-E AL Atk rol=(Nye
s o] A4 AT ApEetsial, “Atougit o] efofl A &4

SAY T dgadE S dors AtolH AePrekal 4t
2 9 A HHE 98 HEE A (non—kinetic) S 83 FAFE M|

EHA F4olu A 549 ¥4 wiAlRt Aoz A= 16 A

o
ofi
o
R
X
%)
N
-0,

10) e, “2A71Y Y9I2Re] Ao B A7} AP ol Bak vimAT: FATuPA e o
AL FAor” Bt esH; 397 55 (2005), p.271.

15) Alfred A, Jones, “Information Security: Planning for the Deluge,” The Information
Revolution and National Security Dimensions and Direction (The CSIS Press, 1996),
pp.15—-23.

16) Joseph S. Nye, “Nuclear Lessons for Cyber Security?” Strategic Studies Quarterly
5(5) (2011), p.9; i - FhQlE, “AlolmitR o] AT AL AF” "HAALA=Z,
53(3) (2013).

46 _Z7Iot=oL M | M9 25 (SH743)



olude] BARE H7h He HEh WA Ashn QAL AR, HAY

= Aol Ae] A FAE F7HY el QLT AP MFAL B Aolw A
el sk,
2 YHslel A A AB S Aols] Frbel Hgsto] Abo]n] 97| (eyber

deterrence)’ 9] 7@ WAA| 7|2 T} 20136
manual)’ B A FZOF7|GL(NATO) Absl Abo|u]Hl$]E
Cyber Defense Center of Excellence)?] 3¢ 3}of] 7]&2] ZAYH & QtoflA
Atold 3 9l Z19F ¥ ofy P& HA SR st Alxerh g
g2 Atolw FACR Qlgh wwh, Wi FIE opy|ste A
(armed attacks)’o| et =7}7F A-9](self—defense) Z-oflA] 2] of
AAISEL Qlek, @upup AR o 2Tk F X[ A 20124 Q1% Aoyt =71
oA

Hol §18)E op|8 S Qs Z7HH B X4 Ee AN S8 2}

7 2] Y (Tallinn
o
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Al E](Cooperative

of
o 1
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ot

2

JZi

A AR MEfolak FFshs Ao ofye), tEAA Wi
o] FRAAE Wojo} FA] T FPAAHo] YT 75T 5= A Fh= F

A2t A 9 e) -2 grato] FAlkR AN

o F2H Zuold 3248 ARl e R wsl, A gejEe 23
7ba] Apolu Aol dulstel wola] @AIFolo] Qztet Ak Aesta et
T EAST JHEA V14 Wk Aol B71e] A wHE 30| 74
o} o] o] choysty] el SARUE 7h 2ol £ shuFel
2 45 Zo] ohUe chola HHE £88 Jhs A An, B A

17) Z4pe), TApolM okwol wylder @AM A3te] A7k (RS HWE, 2017), pp.32-33.
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= A, AAGF9A QA (Neoliberalists’ approaches)2 AFO|H L EHS

37}A] o]u]z](levels of analysis) ©4] ¥ oA A WA, F WA =22 7
I AR (SWie) 7F AR FAR s ol dAAdFA Y
Folde =715 AR P9 mdS A6t
M= F7F Hrk= A1k A7) 91t mdlo]
= Afd a4 Qs st dojdtis 712 7pgelA] FEghct 18)
Aol H QbR = FEAMA] Hoko] QY& EJFSto], AtolH o] 2AAE-E JiE A
FEC JTEY AHE wif 2 3 BE AFET FF0 R S
= Zlolth 19) EgF Afoln] FIHO] 2= o R Qsf 1Y FAZE ul=Tt 9
A 4= Qlat, Atolw] fig o] ujFAY G oA URMALS] FA7HA] gt ol ot
2t =7} 74o] g Fof Afo|HtE S St k= Zlo] WA olehs whxlolnt,
Ao F e FaL =g Zbol| o]zt F&Eshal AlolH 9ol vl
a7} -2l E= 7 AbolH FIHE &S] e wAIEE ) e
Lo 8 A7|E o] gt 200 Afo]H bR O] FA It WG =052 o]2gt
AR A TR A HAE AL Uk, HAAFS| oA AbolH] B AAE I
E5517] A =252 olegt JAolA T FASkAL Stk &8 Alold I3t
o Aol gt thA et thgt F=AS}F Betol ek Ee
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18) Andrew Moravcsik, “Taking Preferences Seriously: A Liberal Theory of International
Politics.’ Internatzona] Organization Vol, 51, No, 4(1997).

19) Zokee - A%, “eHR} vlFo| Afoulebn Aujd s Abolu @ el ehust wHo|A el vl
w” Wi‘*}ﬂﬂ mltiol; Al18d 2% (2017), p.98.

20) o, “HAFHELR Hiz ApoH] Qb ” TalolH] QFH O] A7y (A& AMS]H
2017), pp.66—67,
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oA EWsHTE2) T} WA A AolHiehn BAL FAg Arom AR
3 glont, Aolu] grbol thak FATHOIL WA BA AX ol thak ko v

okt Zlo] Abaloltt, ZH1A Apdo] Atolw] W of el 7 AboluH HF ok
(The Council of Europe Convention on Cybercrime) 9O 98 Z41¢] 30
of 7} =7pgto] H|Estl o, F=at Aotz ofof witish= Atolth,

Tk AtolH] F7tol gt 2Rdoll gk =2jott, 7|2 A 0= AtolH] F1ke] =
7oz ol gyl Ag-Uat AR FE=(information content)?} H& QI
ZH(information infrastructure)®] Agt EA|7} iFHrt, AXF-5292 -
A 2obH ApolH] F1e] a2 iRt e vt B et AGH o R
AfEA HAE ook st A A o]o] A AtolH 9] FA|A Eolrtof
gk ARQro]7] wiiott, AtolH| TR FUES 7 1F Ao AA SRl
gt o7t 4 AL obd Aojtt,

A ApolH] QEE O] RS FEst7] gk =22 1990 HE 2000 =
H7EA] <Abolw RIF o] gt %7} 1t FRA|AE vhAsHs o JFE AT =7t
A WA 7] FE ko] obd =7t of w7 FLIRb] = ehA o]0 A
vl go] akglon Atoju] WFof gt =714 FEo FEo o]eo]
Aok ARREOI7] Wil ek, Afolw W F ol Tt 7l S A
=7k 2t FEo] o]Fof F7] wZol 7HAIA S Hrh oA At FHE
9]3](Council of Europe) FE2 Alo|HHF g oFo] 2001 AT, 20044
FFE QA o7]o] B3 U oo TF mu|Yzt, U, wlat
e A9 w7bER ApdAHor Folsiglth ER, G8 =Rl AAEY
(2011,5.27-28) AUl B FFHAA 4 D Atold I3 ARE-S 913t A
75 7id(Norms of Behavior)2 &617|%= it} vl thu| &= HT 74
Zato] sl AFso|E 2] 7|7H(SCO: Shanghai Cooperation Organization)’7}
ek 20019 F=, 2Alok, ZHE AR 50 H7bE0] otk YR 9

-

o
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21) 23ke - GWUA|, “AtolHF o] <trstet S =W Ao FHA " et A6 Al
2% (2016).



A, A, 2 dgelA dEs et st AT

[i 2] AfO|H 372 H= AlZ
= ol =7t &=, Aot S (A&|F2|H)
Atolb] ZzZtof -
20| 7 =3 x| D7
EH@ ?:Pér 3|=|—||_| OJ :'_H,'jl’ —|—,_-|O| E||X|,_ OJ
THROH) AZtSA =7IEN
QIE{Y AHEEA | CrEt OlsHEARL Aol W2 | 27t ZMo| ko e
o (Multi—stakeholder Model) (MEE 7Y, ZH7|7 5)

S 0|43, TAlO|H QHE o] ZPHRh,(ME: AISIHE, 2017), p.68.

npRjaro g Aol =0t SR AHUAEZA P (Constructivists’ &
Global Governance’s approaches)oj| 4] 9] ALO]HQIR =9o]o|t} Alo]HetH 9]
ME-2 A 49 119 Afgolgtet $4S Fe AAATYE =9 35
fjof ghrt, Abou|F-7toll Al Y91} 7k Q1419 A= 18l Ato|w{tE 7 A H
Oh= ARl 442 7 olnt. AW (Ole Waver)= “tEekE QtE o} #as ©&
o] AB|H o ® FAEL Bty oz Aolslar] ok
o] obd A&Esh= Sl et AHe] 9o s S

W I gEe] UE AnERE Hg7ekaL Qlrh 22
T3 Al Zfol| A Qb ARSI E Zholl @7l 713 FF ofw gk P 9lef
Aol 3-89 lEo R QA EE ‘A2l A Ff-(Shared idea) M4
EolA= Jidolth. &, AtolHQtR O] HHE ojugh A o] =
TAY 7ol 359 Yoz sk AMe]A e FaA AAETE
o}, ot E O A7 S ot A 27 (being secured condition) &2 ¢14]
2 FA7E o wet AR A 23 2t

2 o
o] QlErtE mulshi AEels BAIR 7HEE 2

i

ot

o M
In

o

>

o

Z3
23) w13, “*HE$ 0]%%” Z)ze] Al she] ohu: BeEAe Y w7 upeld o
g, TYAA QAL (Mg @UA, 2012), p.185,
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4§99 sl FAZ AR 0w Adsjof stk t=ejojch 20
THFOH AZAE Aolujotns FAHOR Este] F7h T AL
Yol $AE9 R &2, ol sl Hgor dudy Aojuein

o T $1% Q14T o] R7h Ei ABle] ohu wiFe] Eipste] HFHOR

A RS Glo] Auit QT WA nHt g HH AT
2 ZRdA BAE ek FARASA FLue] olAt AAs Hust
shakom YW crakio] AMHWA A BATAT o] FHAA Y
choFeE AN et Tolol A T Fol FRE W Yk EF, A
e AlgIo)A] Aabah AlRlAbEl o] M-S X84 X (self-governing) &

7Ho.% Thopg FASo] Ao Holshs AL wakch F AX Wil glo] 4
olgt FAIE0] YAHOR AAE Aol ofie} thpdk By BAE /A
WEYZAGT ddo] Yok, THEE P ALK 7] BA B
Ro| BAE AUz tifo] Hrk, AT, A AL wFFe] wHm
g okl ) - AAA ZHAAE A% (policy network), YEZ o] &L

83kl St =7iel AkRP el §A1E] Hde 2Hsto] thafet kel 3Rkt

|

24) 48, “EAAGIAITS} Ao|WShi: Afo]uBhe] Qrusie} qhte] Afo|uote 43}
o, rJourna of North Korea Studiess A|3¢¥ 2% (2017), pp.29-51,
3}

U}
H}
[e]
23k - 48, 49 2, p.102.

TH RS HO M2 AO|HRtE =2l FT7IRIES| tETEF _ 51



=71eke] A BAE A AT 2T FoPol| IS 7I&ole FA7A
e Zlo|ct,26)

A=, AHAAY JHES RIFFOeL AFAAE FAHOE AJRIpeL A A3}
o] Hh o thekgt njA R TGelEo] =71 9l B B AA ol oldt= &
Bl & wetct, e ohefel A YAY o2 FAPEA A
ol oflet FHA HEYA FHOE JAAAE 4MEdt= Aoz j4d 5
Uk ol Rt AMUL =0 Ato]H FIto A9l ‘S RHABEA 2
F@PE o] BATH= Aol Q.

SREHEAN AL T oA Afo]BFhE 7ko] Fofdh= Aavt ofufet
Z77 P50l AAlY Aot DES 918l =7Ee ARl AREITE A2 A
&4 SAE 7o 2 AW FE S HAslsle Aof IFaATh F, AlolH ¥
Z 9% 7IRte 2 Y EHA FAdsta 220l 422 dos
ol 452 2AskaL Aol gt waiE wtethe Aol 22 v=t =
HetRE BAIE 7yt 33 FE2 SRR public—private partnerships)
7] FO 8 ML QU AfolHQER O] thAt A AtolH] FIHE AL
A= MARRD I AFG A QIEYL 71 AAE k= AI7HA] 848 F
gaflopgtttil ettt 27 o3t =252 Ao HQIE 7} SRt A
Aol ofte} ALS] g oA -8E= ARFAE Wl Frh whebA]
ARIALS] O] B o 7 A HFA] QbE O] g o ® Atold F7HE =7k h AJuf
St Ao gk vjEA oA Sttt

2000 o= m]=2] 9,11 H2] A F& AP oHA] Aro]HF1tol| A & &
&R Abolw] W F ZA| ARQte]l LA A] AL w7HA A AtolH FA T} QbE
o] EAIZ 2sto] QA8 AlAHTE EE, olHEt =95 =Y A9

NAEY

=2
g
oz
fol

¢

AE L S 85-517] AFFstRinh 20039 of2ka A, 2007

26) AAE, TeRtE FHawgol AMUA TS $g o] 237 Eu(AE: TUATH, 2006),
27) Madeline Carr, “Public—private partnerships in national cyber—security strategies,”
International Affairs Vol, 92, No.1(2016),
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of Yk 374, 2008 A|otof that Afo]H 34 FoA Afe]H F3to] A
o] sto 2 SEE7] wWiZolrh o2’ Y71 AtolH QrEel Rt 2=
A=A R S YRt =2 A

20139 UN9| ‘mAIRFE HollA AEFAEore] whdof ¥t ARde7 s
(GGE: Group of Governmental Experts on Developments in the Field of
Information and Telecommunications in the context of International
Security)’&] ZFHILAE ApolHtEo] ¥l on] = Al=How, Ae4xt
UN F3]o|lA GGES] ZHFHILAZF Y= et o] HiXs FHFA7]E0]
TAYEE A e sEoR oEEo] IAGE fFexrt 2 TsAol Wt
=7FEY EE V2R ARSI 27 di2lele o8t IAIfHANE
WkR] ka1, z}Ale] YEZF ICT(Information and Communication Technology)
= ByHoR AgSHs L 247 ol S EX| SRR PRS2 = 4
e Afolu] 7ol A Sk WeI7E 7120] AN Ag iael B 4 9w, A%
4 oY 22 By, AHTE Woh 52 s 3 Solth2)

Sefuh Afojuiekrol djat Al digk QheA ojuji ujRe FAow
Sl AT Az F2a 2AokE AR w7 AZow giuEa 9l
o v=E LR she AtolH bR e IAIgske Wl AE Aokt 7
2 Afolw RF e} 2 A okl FHe vt 1Y = HAOME F
HOR Sk HIAFA HIWA L IAIUE sl A Aol HES SAstL
JABfjof gtth= Aolth. S AT P2 APEA QL AfolH QY] Hes 59
HEY AT RE 2T AAIA o]l Fohe A Hhel, BlAAA 152

WAL o) AT Hu FAY Rl olgd FAOR AAHE AR At

2

-

28) x3he - WA, Skel &, p.8s.

29) Ao - RQIE], “Atojuotr ol AT A A" TFAGA=Fs A53H 35(2013);
Detlew Wolter, “The UN Takes a big step forward on Cybersecurity,” Arms Control
Today 43 (September 2013),
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e ERED xtgzol 450
o IR=Y = 2

Atold 52+S =7t ol Z=aIXQ| =7t Z2Ixo| =7t
A =7t B4 ozt 4 ALS| R e
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HHEA D =7t 549 Chsh A7t NSFEM oY,
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=X M He
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o Aol AR olo) FEE 72wt A 2clez Fgaly] i A

A Ao, kR AEA dEBOR s MEA sk AbolH F3HE] A

AQle] Aol grel g2 e FHok AAH olole FEH] AT Tt A4

o figlek nhiE A eI Qe tolrt Tt 7k Aboli FAL 9he 4= gl
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30) BFEA| - o], “Ato|w] FA tigt h=o] QtE A o3 At LA THA] - ARA
T, A20A A3F, (2017), p.82.; 20157 H H Sl A ;(2015).
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9 RN TS 9g WE FoIUA, 1980dt) 7 BH o2 Yuss x5}
7] 918 Zolol Al sh7golut voleiz Hsh 5 Aolu 1ol AT Aol At ek
o, el AR AFE ] S Ao SR ols) F7she Atolu W
2 S AMshs AREA B (995) ARSI, AREAY ol

ofo
b
o)
o|
=2
r 2|
st
=
%)
©
©
&

2 Agste] Auat Falol that H3 L nh

2000d T o] FREAIS| ojEEel FAY Ao s) HREA 7|y
BEyo] AREI, 20033 RE FRI} o7)% WAS 5 S wo] M
7] Al#Fshgie. 30 20059 FrbAbolH bR A (E TS A1415) L
3] /POl Mk B50] AAZE TAIS} =9Ik, 2007 AR T
QP25 AAI /PR A 1 AL BHelstA s 5 20008 5
of Atolu] W} WolS $Ie FrALYel WA w5 Fraly] Aasart,

Te 2009 79 B, F871% Soll tiat HEADDoS) FHo] wAlsh
o] ZaAtoE0] Aulz o] 9 uhu] AFE7E Uhekdeh Abolu] B4 FA|7E 5

1

OR WHAWA /A Aol Bl Q1 A)3t A wetel thak THo]
obAth oledt A7 RRBEL Ey o] e A o] R Rt o

3k o] AE T, 20109 “F RS /RN W FRHRAY Pelo] B
3k B0l AlEo] YR shsto] Alol At} AM o] 27hxY
o Apoleets S RIA Y o= 73t gl

) AeMA N GBS YAE AR DUTYLLEYTUGIN ] A
A S/l Alstol FholeALE] T Aol el
ohAlE ol A-ECH (354 - ol (2017), p.8).
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olg gt o= Bt 20119 3Y 4% ‘HlEA FH T FH WA Fof
AP o] WAsEA}, AR AlolH 9 o] = 7iQtE e} A/ A Eth= ¢14] St ‘=7t
ArolH QEE tpA B El S R Ao AAMS vhelstal, Afold F7kE A
22 doger xgpste] w7k dSAAE St Eokel, '/AlL s, Al
T, 7|9 FAle] deEkukAE AAsle] 221514 ) 32) o]3 2013\ AbolH]
Aol YASAL ‘57 Al PR FANA S F7L= 7 - AYSHA FHrt. 39

2 AREE 20149 Ao E HE EA - T A|AF(C-TAS: Cyber
Threats Analysis System)Z 5310 8 TZF AL AR S} A sko] A
o[ HHEE TRl AAStA thedhe ALEE A=At =
TFeHE 2014), EJF B - T 7ol HE AtelH FA S Wojstara; g
2IEA A A8 (nSIMS: National Security and Information Management
System) = wtgstict, H5-# AbolH HeHE ZF3lshr] 918 2015\ w51 et
7191 EE et & Al skl

AtoHQt o Theh MA =2 -3 MS A EAH, I7F AFo]HetE = AL

=]
5
Ao HHEAY o|§EH U ANNE Sof B WE T FrbAfoluel

% EQl Shatolmed el
7| BA A el AT o]e} TeAste] iE o]

32) vrEA - olFZ, 9l 2, p.83.

33) ‘Ato]H|QtH FRIA 2 Apolw] QHE =S 9ol 4tf ML 4+, A3
SR HEE B9 Fodirt B, ARSEE 249, vHRe SR 5
o] &TEokE "= EH%iﬂﬁl% UP%&&";E}.

34) "EA - o] 4T, o &, p.85,

35) 20157} B E 3w A ;(2015), p.44.
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Abstract

Cybersecurity Debates from International
Relations’ Perspectives and National
Cybersecurity Strategies

HONG Sukhoon (Korea Institute for National Unification)

Cyber threats are spreading not only to individual units but also to national
units. The development of science and technology and the expansion of the
cyber domain are increasing threats of personal property rights infringement
and information leakage while creating mutual benefits in a wide range of
fields. Above all, the threat of cyberspace from a national security
perspective calls for a new level of response.

Korea is known to have a high level of international competitiveness based
on its IT technology. However, cyber threats at the national level are
increasing due to expansion of cyberspace, accessibility, security vulnerability,
and uncertainty of actors. Recently, the announcement of the ‘National
Cybersecurity Strategy’ from the National Security Office of the Cheong Wa
Dae has been reemphasizing the importance of cybersecurity. Therefore, this
paper would try to examine the security threats of the cyber space evolving
at the national level and our cyber security strategies. In addition, this paper
tries to discuss national countermeasures to prevent cyber threats in an

integrated and effective manner.
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Princeton University Press, 2011), pp.252—259,
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26) Alexander Wendt, “Anarchy Is What States Make of It: The Social Construction of
Power Politics,” International Organization, Vol, 46, No. 2 (Spring 1992), pp
391-425,

27) Alexander Wendt, “The Agent—Structure Problem in International Relations,”
International Organization, Vol, 41, No, 3 (Summer 1987), pp.335—-370.
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sl WA wloltt, ole} 2 Walwe A7t F3e Ak 184]7]
e 194)7] 274K BolAlol i EHHe] FAAAS fX5Hs drow
AHE YT} 20

S5 G F3 ARASAE A9 W3} S A8 BASHE Fo] A
N4, wE, U G Bolshs A AmstL et oleld Alwk
ASFAAE st FHE Bateh 7HX 9] W om st Fo] ATehe
ANAAZ NS TEAY ANS Bo A2 WS BHT 4 Yrke =
22 olojxith 20 Ea WA Fo| Wsie] T3 A8 Suh2) 2HEshs

Se, fH YA AR Bt ok et RO RE PO FW TR

T A Az F B £78 BEE
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Me £PAETL 27k 1k AALRE HA5tD JEEAT 2L HAshs &
o ge sAYTEL TSN o] GibA AP oF 3 BA 3
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2L 913 AnteE 1 4 Avks FFOEK Azl Qe )

FAS xSl S AAP geFoR = }\]'Q]T'/]%Xﬂ‘r"/] socialist
internationalism) Ale| ¢z}l Al=pEo]el ApEF0of gha] Aqiz] =719

29) AW F A, =od o, "HIAA (A& Z, 2010).

30) Ban Wang, “The Moral Vision of Kang Youwei’s Book of the Great Community,” in
Ban Wang, ed., Chinese Visions of World Order. Tianxia, Culture and World Politics
(Durham: Duke University Press, 2017).

31) Prasenjit Duara, “The Chinese World Order and Planetary Sustainability,” in Ban
Wang, ed., Chinese Visions of World Order. Tianxia, Culture and World Politics
(Durham: Duke University Press, 2017).

32) Daniel Bell, “Realizing Tianxia: Traditional Values and China’s Foreign Policy,” in
Ban Wang, ed., Chinese Visions of World Order. Tianxia, Culture and World Politics
(Durham: Duke University Press, 2017).
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33) Chun Lin, “China’s Lost World of Internationalism,” in Ban Wang, ed., Chinese
Visions of World Order. Tianxia, Culture and World Politics (Durham: Duke
University Press, 2017).

34) AAA, “n] - % WEzolo] BT} 2 P WAopET} A e] 29 TRrlAet,
Al194d, 7\1]3§ (2013 712), p.15.

35) Chishen Chang, Kuan—Hsing Chen, “Tracking Tianxia: On Intellectual Self—
Positioning,” in Ban Wang, ed., Chinese Visions of World Order. Tianxia, Culture
and World Politics (Durham: Duke University Press, 2017),
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2 et}
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W 10900] AHE A1ox AR S| A A7 AT F= 0] Abs)

o) AP T AT AR S B4R Gl AT o] AW Aol nhenE

36) F= h& HLAO]EQ] ONKIOA Y URE AT A3t & 49,4470 B A+ 2}
7} AME QT http://www,.cnki com,cn/index htm(ZAMY: 2018, 7. 26)
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37) TP, “HUR ‘—H B BEMRABNAR,” "ERRAFIFCs, ALS (2015), pp.54-64;
EWH, B, BR—E RIS ERG SRR, (A TSE, A45 (2015),
pp.39-48; HER. “—H—B5 BN FFE SRKERARIERRME,” FHEHR:, 25
(2015), pp.15-34.
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38) Jonathan Hillman, “China’s Belt and Road Initiative: Five Years Later”, https://www,
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39) John Hurley, et al., Examining the Debt Implications of the Belt and Road Initiative
from a Policy Perspective (Washington D, C,: Center for Global Development, 2018),
pp.10-18,
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40) Jeremy Garlick, “Deconstructing the China—Pakistan Economic Corridor: Pipe
Dreams Versus Geopolitical Realities,” Journal of Contemporary China, Vol, 27, No,
112 (February 2018), pp.519-533. =59 dhjdz Hao] Aejgste} 7| Ao 7hA
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Abdur Rehman Shah, “China’s Belt and Road Initiative: The Way to the Modern Silk
Road and the Perils of Overdependence,” Asian Survey, Vol, 59, No, 3 (May/June
2019), pp.407-428,

41) Mohd Aminul Karim, Islam Faria, “Bangladesh—China—India—Myanmar(BCIM)
Economic Corridor: Challenges and Prospects,” Korean Journal of Defense Analysis,
Vol, 30, No, 2 (June 2018), pp.283-302,

42) Jeffrey Reeves, “China’s Silk Road Economic Belt Initiative: Network and Influence
Formation in Central Asia,” Journal of Contemporary China, Vol, 27, No, 112
(February 2018), pp.502—518,
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45) Harry Harding, “The Study of Chinese Politics: Toward a Third Generation of
Scholarship,” World Politics, Vol, 36, No. 2 (January 1984), pp.284—-307; Lucian
Pye, “The Confrontation between Discipline and Area Studies,” in Lucian Pye, ed,,
Political Science and Area Studies. Rivals or Partners? (Bloomington: Indiana
University Press, 1975), pp.3—22,
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Abstract

The Rise and Future Prospect of ‘International
Relations Theories with Chinese Characteristics’

Ham, Myungsik (Jilin University)

Contemporary dominant international relations theories consider the rise of
China a threat to current international order. As a response, China has
struggled to create new “international relations theories with Chinese
characteristics”. The primary goal of the project is to reduce the China threat
concern and to provide legitimacy to its emergence. This article attempts to
explore why China needs China-centered international relations theories, how
it has developed the theories, and what features they include. In addition, the
paper investigates the feasibility of the theory by finding out a linkage between
Chinese foreign policy in practice and its substantial implications for Chinese
efforts to construct new theories. Findings are as follows: first, Chinese foreign
policy has been more aggressive, showing that the prediction of realism is more
likely; and second, Chinese theory-building process and foreign policy in
practice are conflicting and it provides a hard task for Chinese academia to

construct international relations theories with Chinese characteristics.

Key Words: China, International Relations Theories with Chinese Characteristics,
Western International Relations Theories, All under Heaven, Belt

and Road Initiative
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30) Dale, Catherine, 2] @ pp.10—18, Fontenot, Gregory, Degen, E, J. and Tohn, David,
erol 3, pp.29-80.
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33) The Telegraph, “Assad bears full responsibility’: how the world reacted to Donald
Trump’s missile strike on Syria,” 7 April 2017, CNN, “A dangerous choice looms for
Trump on North Korea,” 8 Dec, 2017,
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34) New York Daily News, “Majority of Americans support Trump’s Syria missile strike:
poll,” 10 April 2017,

35) BBC, “Syria war: World reaction to US missile attack,” 7 April 2017,

36) CNN, “Trump launches military strike against Syria,” 7 April 2017,

37) The New York Times, “U.S., Britain and France Strike Syria Over Suspected
Chemical Weapons Attack,” 13 April 2018,
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Abstract

A Study on the Actual Effect of 2017 Preemptive
Attack Threat to North Korea by Trump

Administration in Comparison to the Past Cases
of US Military Attack

Park, Chang Kwoun (Korea Institute for Defense Analyses)

It was widely perceived that President Trump would choose preemptive
attack option in 2017 to enforce North Korea give up its nuclear program.
President Trump carried out maximum pressure strategy and at the same time
escalated the overt threat of preemptive attack on North Korea. ‘War of
Words’ between Trump and Kim practically enhanced such a possibility.
General Brooks, the Commander of US Forces in Korea at the time,
mentioned recently that the US actually considered military option on North
Korea in 2017. Nevertheless, it was questionable that North Korea perceived
US threat on preemptive attack as a real one. In fact, North Korea
aggressively responded to the Trump’s threat without showing much fear on
the coming military attack. Also, South Korea which could get affected
severly by the US military action remained relatively calm under the tense
situation. This paper is to evaluate the actual effect of President Trump’s
preemptive attack threat to North Korea with major factors which the US
considers most importantly in calculating military attack. In addition, it

examined and draw implication from the previous cases of US military attack
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overseas toward 2017 North Korea situation.

Key Words: U.S. preemptive attack, military options, North Korea nuclear

program
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